NHO®OPMALIMOHHASA TAMATKA
JJIAA OBYYAIOIIUXCA 1JIAA PASMEINEHUSA
HA O©PUTIINAJBHBIX UHTEPHET-PECYPCAX

C KaXABIM TOJ0M MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbIIE, a MIKOJIBHUKU OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, MOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJieMbl. DTa MamsTKa JOJDKHA IOMOYb Tebe 0e30macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOCHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTh K PAa3MHOXKEHHIO. B nomonHeHue k 3Tomy,
BUPYCHI MOT'YT ITOBPEAMTH WX MOJTHOCTHIO YHUUTOXKUTh BCE (DalIbl U IaHHBIE, TIOJAKOHTPOJIbHBIE
I0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3alyllleHa 3apakeHHas IPOrpaMma, a TaKXkKe IOBPEIUTb
WIN J1aK€ YHUYTOXXUTh ONEPALMOHHYIO0 CUCTEMY €O BceMH (hailnamu B LenoM. B GonbumiHCTBE
CJIy4aeB pPaclpOCTPAHAIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeTtoapl 3alIUTHL OT BPCOAOHOCHLIX ITPpOTrpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIE CHUCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. TlocrossHHO ycTaHaBiIMBaid mMmadtd (UQPOBBIE 3aIUIATKHA, KOTOPHIE ABTOMATHYECKH
YCTaHABJIMBAIOTCS C IIEITBIO TOPAOOTKH MPOrPaMMBbl) U IPyrrue OOHOBIICHUS CBOCH ONEPAlMOHHOM
cuctembl. CkaumBail X TOJBKO ¢ odunuanpHOro caiita paspadorunka OC. Ecmu cymectByet
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE MO/ ITpaBaMH MOJIb30BaTeNs, a HE aAMUHHUCTpaTOpa. ITO
HE TI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAIUPOBATHCS HA TBOEM I1EPCOHATILHOM
KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3nYeCcKHil JOCTYH K KOMITBIOTEPY JUIs TOCTOPOHHUX JIMIL;

6. Vcnonb3yii BHEIIHWE HOCUTENU MH(OpMalMY, Takue Kak (uemnika, AUCK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (Daiiiibl, TOJyUYEHHBIE U3 HEHAJIEKHBIX UICTOYHHUKOB. Jlaxe
Te (paiibl, KOTOpPBIE MPUCIIAT TBOM 3HaKOMBIN. JIydile yToUHM y Hero, OTIpaBIIsii U OH Te0e HX.

Ceru WI-FI

Wi-Fi - 310 He BuI mepenaun JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy Hmumepmanjackas kKommaHusi 3apeructpupoBaia Openn "WECA", dro o6o3Hadano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs kak "GecrpoBoHas TOYHOCTH'.

Jlo Hamero BpeMeHHM Jouuia apyras aOOpeBmarypa, KOTOpas SBISETCS TaKOW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBOM TexHuku Hi-Fi, uTo B nmepeBojie 03HauaeT "BbICOKAsi TOYHOCTH".

Jla, OecrulaTHBIH HMHTEPHET-I0CTYN B Kade, OTeNnsX M a’dponoprax SBISETCS OTIMYHON



BO3MOXKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE SKCIIepThI CYUTAOT, YTO oOuienoctymnubie Wi-Fi
CETHU He SABISAIOTCS 0€30MaCHBIMU.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00LIEOCTYIHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro muuHyro nHpopMaiuio depes odmieaocrynasie Wi-Fi cetu. Paborast
B HUX, KeJIATEJIbHO HE BBOJUTH MAPOJIH JJOCTYIIA, TIOTHHBI U KAKUE-TO HOMEpa;

2. Wcnonb3yilt 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl U OpaHaMayep. TeM caMbIM ThI
o0e3omacuib ceds 0T 3aKaYKU BHPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢yakmuro "OOmmii goctyn Kk daitmam u
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO YMOJYaHHIO, OJHAKO HEKOTOPHIC IMOJIb30BATEIU
AKTUBUPYIOT €€ JUIsl yI00CTBa MCII0JIb30BaHus B paboTe win y4eoe;

4. He ucnionp3yii myonuunbiii WI-FI 1uis nepenaun TMYHBIX JaHHBIX, HAPUMED JUIS BBIXOa
B COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IIOYTY;

5. Ucnonb3yii Tosbko 3amuinennoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. mpu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gynknuio "Tloakmouenne k Wi-Fi aBTomarnuecku".
He nonyckaif aBTOMaTn4ecKoro MOAKIIOYEHHs ycTpoiicTBa K cetaM Wi-Fi 6e3 TBoero cormacusi.

ConuajJbHEBIE CeTH

ConunanbHble CETH aKTHBHO BXOJAT B HAIy XM3Hb, MHOTHE JIFOJH PA0OTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MILULIHApP] YETIOBEK, UTO SIBJISICTCS OJHOMN
CeIbMOI BCEX JKUTENEH IUTaHeThl. MHOIHME IMOJb30BATeIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pPasMCIICHHAasA UMW B COLMMUAJIBHBIX CCTAX, MOXKET OBITH Haﬁ)]eHa M HCII0JIb30BaHAa KEM YIroJHO, B
TOM YHCJIE HE 00513aTeIIbHO ¢ OJIaruMH HaMEPEHHSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COHUAJIbHBIX CCTAX:

1. Orpanuub cucok Apy3el. Y Te0s B Ipy3bsX HE JOKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3amumail cBOI0 4acTHYIO *kMU3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXIEHUS U APYTyH JHWYHYIO HMH(GOpMalKio. 3I0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaKe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amminaii CBOI peryTaIuio - IEP>KU €€ B YUCTOTE U 3a/1aBail ce0e BOMPOC: XOTEN ObI THI,
4TOOBI JIpyrHe MOJIb30BATENH BHJIENH, YTO Thl 3arpyxkaemb? [logymaii, mpexae 4yeM 4YTo-TO
OITyOJIMKOBATh, HAMKCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE PEATILHOE UM U
JIPYTYIO TUYHYIO HH(POPMAIIH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObI U MPOYEE;

5. U30eraii pazmemienus ¢ororpaduii B IuTepHete, rae Tl H300pakeH Ha MECTHOCTH, IO
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucTpanuu B COIHAIBLHON CETH HEOOXOIMMO HCIIOJIb30BaTh CIIOKHBIE MapOIH,
coctosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;



7. Jns conuanbHOM CETH, MOYTHl U APYrHMX CAMTOB HEOOXOJUMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B310MArOT, TO 3JOYMBIIIJIEHHUKH MOJIYy4aT JOCTYN TOJIBKO K OAHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBbI'H

DNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YNOOHBIA CHoco0 IuIaTeXed, OAHAKO CYIIECTBYIOT
MOIIEHHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JACHBI'M TIOABHJIMCH COBCEM HCAABHO WM HMMCHHO HM3-3a O3TOIrO BO MHOI'HUX
rocygapCTBax A0 CHUX IIOP HE INPOIMCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (yHKIMOHHUPYIOT U O HUX YK€ IMPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3/ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIla B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaeTcss MpPOBOAUTH ONepauud 0e3 HASHTH(PHKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX MJIEHTU(UKALKS T0Ib30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyarbh JIEKTPOHHBbIE (PUATHBIE JEHBIU (PaBHBI T'OCYJAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIAMU:

1. IlpuBsku K cueTy MOOWUIBHBINA TenedoH. ITO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUTBH JIOCTYI K cueTy. l[lpuBs3aHHBIA TenedOH IMOMOXKET, eCilu 3al0yaenis CBOU
TUTATS)KHBIA MTAPOJIb WITK 3ai/IeNIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoaa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh KPa)KH WIIU TiepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnoxHbli maposib. [IpectynHukaM OyneT He IPOCTO yrajiaTh CIOKHBIN MapoJlb.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEp)KaT He MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPONUCHBIE OYKBBI, U PHI U HECKOJILKO CUMBOJIOB, TAKH€ KaK 3HaK Jojuiapa, QyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JTUYHBIC JAaHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

ONEeKTpOHHas MOYTa - 3TO TEXHOJIOTUS U MPEJOCTaBIIIEMBIE €0 YCIYTU IO MEPECBUIKE U
MOJYYEHUIO JJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b19HO JIEKTPOHHBIN MTOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOLUM oOpasom:
UMs_TOJIBb30BaTEeI(@KUMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TeKCTa, HMEeTcs
BO3MOXKHOCTb MepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 110 0€301acHO paboTe ¢ IMEKTPOHHON TTOUYTOM:

1. Hago BeIOpaTh mpaBWIIbHBIN MOYTOBBIN cepBUC. B MHTEepHETE ecTh OrpOMHBINA BHIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ile JOBEPSTH TEM, KOTO 3HAEIlb U KTO MEPBBIHA B
pPEUTHHTE;

2. He yka3piBail B NMYHOM moure NUuHyr0 HMHpopmauuio. Hampumep, mydmie BbIOpath
"My3bIKaIbHBIN _(aHaT@" nan "pokx2013" BmecTo "Temal3",

3. HCHOHLBYﬁ ABYXOTAIIHYIO aBTOPU3AILHIO. 910 KOoraga moOMHUMO IapoJis HY’>KHO BBOAUTD KO/,



npucbuIaeMblil mo SMS;

4. BpiOepu CcHoXHBIA Tapoiib. JIJIsi Ka)XAaoro IMOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HaJCKHBIA, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCIHOJB3YH 3Ty
BO3MO>KHOCT;

6. Hcrnonp3yid HECKOJBKO IOYTOBBIX SIIMKOB. IIepBbI 11 4YAaCTHOM NEPENUCKUA C
aJpecatamu, KOTOPBIM Thl JOBEpsCIb. DTO 3JIEKTPOHHBIM aJpec HE HA/l0 HCIOIb30BaTh MPHU
peructpanuu Ha popymax U caiTax;

7. He oTKpbIBail (aiinbel U Apyrue BIOKEHUS B MUCbMaX, Ja)Ke €CJIM OHU MPHUIILIH OT TBOUX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3TH (aiiibl;

8. ITociie okoHuaHuUs pabOTHI HA TOYTOBOM CEPBHCE TIEPE] 3aKPHITHEM BKIIATIKU C CATOM HE
3a0y1b HaXaTh Ha "BeiidTu".

KubepOy/uinHT Wi BUPTYaJibHOE U31eBATEIbCTBO

KubepOynauHr - npeciieoBaHle COOOIIEHUSIMHU, COACPKAIIMMU OCKOPOJIEHUS, arpeccutio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIINHIOM:

1. He 6pocaiics B 60ii. JIyumuii croco0: MOCOBETOBAThCA Kak ceOs BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHayaje YCIOKOUTbCS. Eciu Tl HayHENIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO €I1le O0IbIIE Pa30XKKEITh KOHPIUKT;

2. Ypasnsii cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTh B CETH MHHUMaA. CymeCTByIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BUPTYaIbHOM Ku3HU. IHTEepHET (hpuKCUpYyeT Bce TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENIbHO;

5. CoGunrosiait CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuyHbli HeratuB. OIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONIPEICTICHHBIX aIPECOB;

8. Ecium Tl cBuzmerens kuOepOymiuHra. TBOM JEHCTBHUS: BBICTYNIUTh TPOTUB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOAJEPKATh
KEPTBY, KOTOPOH Hy>KHA IICUXOJIOTUYECKAs IOMOIIb, COOOIIUTE B3POCIBIM O (DaKTe arpecCCUBHOTO
IIOBE/ICHNUS B CETH.

MoOunbHbIi Tes1eoH

COBpeMCHHBIe CMapT(pOHBI U IUIAHIICTBI COACPIKAT B ceOe BIOJIHE B3pOCJ'ILII71 (I)yHKI_II/IOHaJ'I,



U TENepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMH KoMIbioTepamu. OIHAKO, CPEACTB
3aIUTHI JIJIs1 TOJIOOHBIX YCTPOKUCTB MTOKA OUYEHb Majio. TecTUpOoBaHKE 1 TIOUCK YA3BUMOCTEH B HUX
MIPOUCXOUT HE TaK UHTCHCUBHO, Kak Jutst [1K, To sxe camoe kacaeTcss 1 MOOMITbHBIX MPHIIOKCHHIA.

CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl yXKe MPaKTHYSCKH JIOTHAIM HACTOJLHBIC aHAJIOTH,
OJTHAKO pacimupeHre (yHKIMOHAJIA BJIEYET 3a COOOH OOJIBIIYIO CIOXHOCTh W MEHBLIYIO
3alIMIICHHOCTb.

Jlaneko He BCE MPOM3BOAUTENIM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Huuero He sBisgercss mo-HacrosimeMmy OecriaTHbIM. bynb ocTopokeH, Benp kornpa Tebe
npeiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

Jymaii, mpexze ueM oTnpaButb SMS, ¢orto uiu Buaeo. Thl TOYHO 3HACIIB, T1I€ OHU OyIyT
B KOHEYHOM HUTOTE?

Heo6x0a11M0 0OHOBIIATH ONEPALIMIOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1151 MOOMIIBHBIX TeNIe()OHOB;

He 3arpy>1<a171 MNPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocie Toro Kak ThI BBIAACIIb C CaiiTa, TJ€ BBOIWI JIMYHYIO HH(OpMAIIHIO, 3aiiId B
HACTPOIKHM Opay3epa u yaanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHE IJIATHLIC YCIIYT' aKTUBHUPOBAHBI HA TBOEM HOMECPE;

JlaBail cBoil HOMep MOOUIIBLHOrO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEpsICLIb;

Bluetooth momxen ObITH BBIKITIOUEH, KOTJA Thl UM HE TMOJb3yembcs. He 3a0biBail nHOTIA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE OHJIAWH-UTPBI - 3TO KpPAacOYHBbIE, 3aXBaTbIBAIOIUE pPAa3BICUYCHUS,
00BEAMHSIONINE COTHHU THICAY YEJIOBEK M0 BceMy Mupy. Urpoku nccienyroT JaHHBIA UM MHUP,
0O0IIAI0TCS IPYT € IPYTOM, BBIMOJIHSAIOT 33/1aHUS, CPAXKAIOTCA C MOHCTPAMU M MOJIy4aroT OMbIT. 32
YI0BOJIbCTBUE OHU ILIATST: MOKYMAIOT JUCK, OIJIAYMBalOT a0OHEMEHT WM MPUOOPETAIOT KaKue-
TO OIILIMH.

Bce atu cpencTBa uayT Ha noj/iep KaHue U pa3BUTUE UTPHI, a TAK)XKE HA caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMBbI aBTOPH3AIMH, BBITYCKAIOTCSI HOBbIE MaTdu (UM(POBBIEC 3arjIaTKH
JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX HUIrpax CTOUT OIMACaThCs HE CTOJIbKO CBOUX COINCPHUKOB, CKOJIBKO KPaXK1U TBOCT'O
mapoJsi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allUuA OOIBIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'pOBOI'o aKKayHTa:



1. Ecnu qpyroii UTpoK BeAET ce0sl IMII0X0 MU CO3AaeT TeOe HEMPUATHOCTH, 3a0JIOKHPYH ero
B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM MIPbl HA IUIOXOE MOBEAEHUE ITOI0 UTPOKa, )KEJIATEIbHO
HPUIIOKHUTH KaKHe-TO I0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIKIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaTbHBIC TTATYH ¥ MOJIBI;

6. Mcnonb3yi cloKHBIE U Pa3HbIC MAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. IIoka Thl Wrpaemb, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

DOUIIUHT WA Kpaka JUIHbIX JAHHBIX

OObIYHOM KpaXkel JeHeT U IOKYMEHTOB CETO/IHsI YK€ HUKOTO HE YAUBUIIIb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTIIINCh B HWHTEPHET, W MPOAOKAIOT
3aHAUMATHECA "'MIOOUMBIM" HEJIOM.

Tak mosiBHIIaCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIUHT, TJIaBHAS LEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(UICHIMAIBHBIX JTAHHBIX IOJb30BATEJCH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI IO OOPHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciit Thl moJj03peBaeliib, 4To TBOSI aHKeTa Obljla B3JOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTH aAMUHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnons3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonp3yil ClIOXKHBIE U pa3Hble Mapoiid. TakuM oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMalii, TO HEOOXOMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no0aBiieHbl y T€Os B IpY3bsIX, O TOM, YTO T€OsI B3JIOMAJIM U, BO3MOXHO, OT TBOETO UMEHU OyzAeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBBIE CaliThI;

5. YcranoBu HaznexHbli napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBaii (haiijipl U Jpyrue BIOKEHUS B MUCbMAX, )K€ €CIIM OHH MPUIILIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIU OHU Te0e 3T (aiiibl.

Hudposas penyranus

[udposas penyranus - 3T0 HeraTHUBHAs WIM MO3UTHMBHAas HMH(opmanus B cetu o Tede.



Komnpomerupyromas nHpopmanus, pasMelIeHHas B MHTEPHETE, MOXKET CEPbE3HbIM 00pa3zoM
OTpa3UThCs Ha TBOEH peanbHOW xu3HU. "lludpoBas pemyranus" - 3To TBOM UMHIK, KOTOPBINA
dopmupyetcst u3 nHpopmau o Tede B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I)I, TBOC (bl/IHaHCOBOC ITOJIOKCHHUC, 0COOEHHOCTHU XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIIMBACTCS B CETH.

MHorue noJapoCTKU JETKOMBICIEHHO OTHOCATCA K IMyOJMKAlMKU JTUYHOM MHGpOpManuu B
WNurtepHere, He MOHUMAst BOBMOXHBIX TOCIEACTBUN. ThI Jaxe HEe CMOXKEIIb JI0TaIaTbCsl O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, CTajla MPUYMHON 0TKa3a IPUHSTH TeOsl Ha paldoTy.

Kommenrtapuu, pasmenienre TBoux ¢ororpaduii u Apyriue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl UX YAaJIHIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(OpMaLHIO, IIoTana
JU OHA B IIOMCKOBBIE CHCTEMbI M COXPAHMJIACh JIM OHA, a IJIABHOE: YTO IOAYMAlT O Tebe
OKpY’Karollye JIOAHU, KOTOpble HalayT U yBUAAT 3T0. Hailtu nH(popmanuio MHOro JIEeT CIycTs
CMOXET JIF00OH - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHUEM MTPUYUHHATD BPE. DTO MOXKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI I10 3aIUTE MU(POBON PEITYTALINH:

1. Tlomymaii, mpexae 4eM 4yTo-TO MyOJMKOBaTh M IepelnaBaTh y cebst B Oiore uiv B
COIIMAILHOM CETH;

2. B Hactpoiikax mpoguisi yCTaHOBH OTpaHHYECHHUS Ha MPOCMOTP TBOETO MPO(UIL U €ro
COJIEP’)KUMOT0, ClIeNail ero TOJIbKO "Isl Ipy3en';

3. He pa3meniaii u He yka3biBail HH)OPMAIHIO, KOTOPAst MOXKET KOTO-JIHO0 OCKOPOJISATH HITH
00MKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MOJB30BaTeNn IU(poBOro npoctpancTea. OIHAKO
JAJIeKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTUMH BO3MOXHOCTSMHU HU(GPOBOro Mupa Tpedyer
COOJTIOICHHSI TIPAB HA MHTEIUICKTYAIbHYIO COOCTBEHHOCTb.

TepmuH "MHTeNIEKTyallbHas COOCTBEHHOCTh" OTHOCHUTCS K Pa3IHMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TpPOAYKTHl W YCIOyrd, M 3aKaHuMBasg KHHUramu, Qotorpapusimu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEIECHUS
HaAyKH, JIUTEPATYpbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYMAIOT B KaU€CTBE FapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyaeT HampacHbIM, JacT €My CIpaBeIMBbIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyJAad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paszpemnieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATH, IpPOAaBaTb, HWMIIOPTUPOBATH, IYCKAaTh B MPOKaT, MyOJIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe WM pazmeniaTsh B IHTepHeTe.

Wcnonp3oBanue "muparckoro' MporpaMMHOIO OOECHeUeHUs MOXET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIle
yCTaHOBJIEHA HellerajbHas nporpaMma. He cTouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JieTajdbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.

O noprane



CereBu4OoK.p( - TBOM TJIABHBIN COBETUUK B CETH. 37I€Ch Thl MOXKEIITb y3HATh O O€30MaCHOCTH
B CETH MOHATHBIM M JIOCTYNHBIM SI3bIKOM, @ MPU BO3HUKHOBEHUU KPUTHUUYECKOM CHUTYallUU
0o0paTUThCS 32 COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpPCax M CTaThb CaMbIM IHU(PPOBHIM
rpaxaaHuHOM !



